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Federal Acquisition Regulation 4.403

Subpart 4.4—Safeguarding Classi-
fied Information Within Indus-
try

4.401 Definitions.
Classified acquisition means an acqui-

sition that consists of one or more con-
tracts in which offerors would be re-
quired to have access to classified in-
formation (Confidential, Secret, or Top
Secret) to properly submit an offer or
quotation, to understand the perform-
ance requirements of a classified con-
tract under the acquisition, or to per-
form the contract.

Classified contract means any contract
that requires, or will require, access to
classified information (Confidential,
Secret, or Top Secret) by the con-
tractor or its employees in the per-
formance of the contract. A contract
may be a classified contract even
though the contract document is not
classified.

Classified information means any in-
formation or material, regardless of its
physical form or characteristics, that
is owned by, produced by or for, or
under the control of the United States
Government, and determined pursuant
to Executive Order 12356, April 2, 1982
(47 FR 14874, April 6, 1982) or prior or-
ders to require protection against un-
authorized disclosure, and is so des-
ignated.

[48 FR 42113, Sept. 19, 1983, as amended at 51
FR 2649, Jan. 17, 1986]

4.402 General.
(a) Executive Order 12829, January 6,

1993 (58 FR 3479, January 8, 1993), enti-
tled ‘‘National Industrial Security Pro-
gram’’ (NISP), establishes a program to
safeguard Federal Government classi-
fied information that is released to
contractors, licensees, and grantees of
the United States Government. Execu-
tive Order 12829 amends Executive
Order 10865, February 20, 1960 (25 FR
1583, February 25, 1960), entitled ‘‘Safe-
guarding Classified Information Within
Industry,’’ as amended by Executive
Order 10909, January 17, 1961 (26 FR 508,
January 20, 1961).

(b) The National Industrial Security
Program Operating Manual (NISPOM)
incorporates the requirements of these
Executive Orders. The Secretary of De-

fense, in consultation with all affected
agencies and with the concurrence of
the Secretary of Energy, the Chairman
of the Nuclear Regulatory Commission,
and the Director of Central Intel-
ligence, is responsible for issuance and
maintenance of this Manual. The fol-
lowing DOD publications implement
the program:

(1) National Industrial Security Pro-
gram Operating Manual (NISPOM) (DOD
5220.22–M).

(2) Industrial Security Regulation (ISR)
(DOD 5220.22–R).

(c) Procedures for the protection of
information relating to foreign classi-
fied contracts awarded to U.S. indus-
try, and instructions for the protection
of U.S. information relating to classi-
fied contracts awarded to foreign firms,
are prescribed in Chapter 10 of the
NISPOM.

(d) Part 27, Patents, Data, and Copy-
rights, contains policy and procedures
for safeguarding classified information
in patent applications and patents.

[48 FR 42113, Sept. 19, 1983, as amended at 61
FR 31617, June 20, 1996]

4.403 Responsibilities of contracting
officers.

(a) Presolicitation phase. Contracting
officers shall review all proposed solici-
tations to determine whether access to
classified information may be required
by offerors, or by a contractor during
contract performance.

(1) If access to classified information
of another agency may be required, the
contracting officer shall—

(i) Determine if the agency is covered
by the NISP; and

(ii) Follow that agency’s procedures
for determining the security clearances
of firms to be solicited.

(2) If the classified information re-
quired is from the contracting officer’s
agency, the contracting officer shall
follow agency procedures.

(b) Solicitation phase. Contracting of-
ficers shall—

(1) Ensure that the classified acquisi-
tion is conducted as required by the
NISP or agency procedures, as appro-
priate; and

(2) Include (i) an appropriate Secu-
rity Requirements clause in the solici-
tation (see 4.404), and (ii) as appro-
priate, in solicitations and contracts
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